T3 o (R

EHBLRIFEHIR KEP

Tl
il
EH>
e
II

HH

Ht
a3t
St
&
il
%II’
)14

=
it

" RA R E R i (Critical Infrastructure, CI) 4+ %%
E—EEZRA 7 H#ERE - KBHEBUTEAERBATAERF
ZafFEFMREH ZERRMEAR - EPEEEEM
RiR  REAUEBERNAER 224 REEMSERE

FUIE

TNBEFRE 2 21 -l PRESRE 8|7 B
R KER - BE - 2R V3B~ BB R

TS - M " BASRERE RS I (R:& (Critical
Infrastructure Protection, CIP) 1 - BICFR{RERE iR E i
st (Cl) Z BEREAER - B " BASR BRI EH

(Critical Information Infrastructure, CII) J - B 5
RERRIC)PIEZEMNZ4 - BREMNERRIMER
72 (Critical Information Infrastructure Protection,

CIIP) - B2 R 3 B ST e SRt (CID) Z BUSR R AE 5 -



2001 FEFEEERETERRN 911 BGKNESH - &
WA HARRAEROAEEENLE - LEMEDRIE
BEURHANEEXBMERNOBAE - SHEBEST
WEHEEBIE T @ NEMIER - EILEREINEHZ

% HREEEABZHERFERERREZE ZME ; 2
MEERERREBERIREMEE - £EiRS F WETER

ATFERIME - MRELRBEERRRIERISIRE - BLL - 90
MEEeZRIEET ELE S BRSNS ERZ - 1
IR EEBMLZEZRRMNEAHFIR - CHBSZEERTE
HRRE

HETHRRERERERAGBEXRILALRE X
WEIEERAB FRITER X ES - B 2017 FHFRAEEEZ
(BERE)RFRIEEETT - /KEEREAXEIRFET - BERE
103 % 12 A 23 HiEf " BEIXEARERR I EEEA
E - HEWERISHEE R 2 8= BRI EE R IE RS
ieal s ZBc )] - WAEHEE I EBURERAE Ll Bhae sris K AR
EEAINU - EMRTEABERRMNSESES DR
(CBIX R E R It 2 FhEREE

2



TRARE TR, I EEGIERE SN
IR R DA FRZIKS T EZEREZARELR
fER I EE - Ol BREN S TR EARE R IEE - 1
ALUN 5 #8 - RS R
- KI5 A B E = A8 (Nation State)
(—) ZERHEXNEREETT LFEZEH RAICS)E
B REME TR L(SCADA) ZEEETHE -
(D) Z=EHEPEINESBNSTE - & STUXNET
mE - WIERFPAZE ERMEERGEIRIE - KE
TLZENHHERREAR 7T HBRERAL ; U
BEELGHRH (THRKE) PEEXE - B3|
WESF-IEEA " RES ) NAEBRST
g MEEBHRES  THRELRAEXRES
TS RAEREHME , 2—EARERNEF
24 - 9EBULEE -
-~ WHEBAB A AE((nsider)
(—) MHERHTZAE  AAn LIFRIRSGEER
RGN EZEE AR ETS -
HRSEABERRMNEERERFH 29 - I

3



i

HAERSERFIER - S EEERERANE
BERIREX -

()  RIEEPEREELFEE - FHEREEEZMA
ZEFIEE - EHEBERIBNEZEARBEW
N - BHEYSBERFZOBGEEIAR - £
wE&EEERE " #%iRsTEl L ( PRISM ) WERIE
mAn 2B R R E B EER IR - SIEEEIKERE
WEBRIEEBEE  SERAGAINRBESOKIEE
BI&UEER -

B FRAL3E 4B 48 (Organized Crimes)

(—) mERARERRREABRMMES - BEERIESEES
REBRANAH " BEEEE ) RETARSRRIER
ARIBSETR - BREFRPIETHERIE - i
B BESENTRIRMKEAR - IHIRIESE
A0 BERER  HARERS =11
FHBRKE  HHYHEARERKENEEETR
AN R - LUEHEBR -

() IHIREERZAS—IRITHMADITENR

RANBEIMIANRZEZLZRE - BinRIEEBIR

4



TBT8T - BIEILER -
Rt A

(—) ZARMBRERERERESER  EEH
HIZREALSMIAYSE IR EREEE LR
DMERE  TAABRE S ZRZLUESIRER
EEUR  EMxE RSN ER A R
WER - E—FERKRANRZLBEN -

(Z) 2008 FARFEEMEREEHRE - HEAFER
ERIEBAILR A EERRBINENERE
AmREEL - BUBEE AR EERIEREE
kB WIRRARZEERS - B - g8 - RVBEM
7% UGBS - NEmtEEFE R L BERMKNES
=6 - JUEEREKEBNAARESEEETEN
KRBELESY - 9ELE -

AEEZ = (Hacktivist)

(—) AERENLEMEDUSEEMIFEE - E
ERAHELEABIRBECIER - EHZS
AN BRI R EINE - DUBBRZESHMNE
PR EE -

>+_
I



(Z) B=EBERE "E®EL (Anonymous) - BR

%o DIBALE AR BT MR ERERE LHEB 1T
RIFEREE ; 104 FH B BT HEE) S PR A0
maiy - BRESHEE - L5 BRE5FZ(E
AdLG - 39EBILER -

HEERNIESR
IERAREE RN ERS - SO L R AR
PhEm 2 ifesatt - URBIREI EHREIRERRIR ZDEN -
RIE - TFRER - ESSEBUFISEER - Wk iRt
HEZFEE  LUNE "@ARERRGRE ) & RSN
BIRaeitireg » Z1aht - REALAMBR - B T REEE
R ERAE | ZRo M BIIREREZENE A ; HEITH
RETZEMNESFTEFEXREEZHN 15 BERENE
TIEEEMNEHET - HiRE s8R B 2 e 14 IR Al i L R
REFHERTTIE - M LM ENSEBEUEFRMEE AR -
SREUBERZERE  IERAZER - HEREERRT
REMNER - WEKEBENMARBETEE - KHmEMH

6



FERE B EEREER - 82 "REERR
it R B ; " ERERRIERE ) WER - S5
P9~ B4R ; T RRIRERRERE ) SEBREIXRER - A=
MNREEBR)FHZHFPNEFREN - FEAEFEERR
HE{FERRF(SOP) ~ FTBEMERAIFESE ZF M HEAE MK
t; B D ZEPOISAC) - ENESEZE K (CERT) - BL
BRSO RELZTERFHEERE(MSSP)REAR ~ E
UEARZE -

BASRE M M RENEZ RN I BRI E RE -
MEFRERENGIF - AR EERZHRIIEE A
BEUHETEMERE - REBEF - TMIBHEREARREIE
Eifl - —BEEEREBZARN - BREXEEMEER]
ZRVERE  JRBREERKENIE-—ROSREREMY
CERIRIE - AE  BURHEERZEIIEETEANT

ﬁ":
HiE:

FM

i

ZENEERZEEER - BHBEERNAIREE - BE
BT RBSIE O SEEMBAIERR - SRS T BERIERE

7



2 REEE  EHHUAREZIENRE  EABRRKES

REZERETFASNEEERSE -

BE  HEXEMS  BHZZMNERE - SEEHGE
WERE  BERZZEENZER G| REENEREER
E - —IREHGARMEE 7  EXLENRRBLEHF

Wm - MELZAZHY  HHGEEIFHRKEBUH -

Bt E MR ECHRENE AR - AlRS
TEETHMNARRS  BREEZeREsSRIZEL

Rz EERE  HARAKEEB L FEWUELZRER
my - RSB O BER RAV R E R R -

—  THEREBETZEWAE - BEXEERERREEEE

_ o THERRREREEAE - R EME R ERIRERRTE
5| -

— - 1UZFH - KEIREERRIEHE LIF 2SN -
M~ TERRETZEMAE - BIXERRERERNE
(CIP ) EfFAllAmREIZE -



h - BERR  BERES

http://blog.trendmicro.com.tw/?p=1857 -

N~ iThome, BtEFEM(udn)BRIRE -


http://blog.trendmicro.com.tw/?p=1857

